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About this presentation

• This presentat ion is a resul t  of  

cooperat ion betw een Gr idw ise 

Technologies and Creare, Inc.

• Please f ind the most  recent  version 

of  the mater ial  at : 

w w w .gr idw isetech.com/ resources
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Plan of this presentation pt. 1

1. Int roduct ion
✔  Authent icat ion
✔  Author izat ion
✔  GSS & GSI

2. Data Turbine in br ief
✔ Data Turb ine overview
✔ Messaging m iddlew are
✔ NEESgr id overview
✔ NEESgr id overview  ctd.
✔ NEESgr id usage of  Data Turb ine
✔ NEESgr id secur i t y
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Plan of this presentation pt. 2

3. Data Turbine and GSI
✔ GSI authent icat ion
✔ GSI author izat ion (gr id  map)
✔ GSI author izat ion (CAS)

4. Conclusions
✔ Our  work  in w ider  context
✔ Non- int rusive gr id- enabl ing



Part 1

Int roduct ion
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Plan of Part 1: 
Introduction

✔ Authent icat ion

✔ Author izat ion

✔ GSS & GSI
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Authentication

• Client - server  approach (server  
authent icates cl ient )

• Gr id context :
Mutual  authent icat ion
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Authorization

• Client - server  approach (server  

author izes cl ient )

• Gr id context :

Fine- grained and d ist r ibuted 

author izat ion

Delegat ion of  author i t y (impersonat ion)
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GSI

• GSI (Globus Secur i t y Inf rast ructure) – 
Globus Toolk i t 's implementat ion of  
GSS and more

• GSS (Gener ic Secur i t y Services) – APIs 
and standards

• Grid certificates =  X.509 cer t i f icates
• Proxy certificates – delegat ion of  

author i t y



Part 2

Data Turbine in 
br ief
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Plan of Part 2: 
Data Turbine in brief

✔ Data Turbine overview

✔ Messaging m iddleware

✔ Data Turbine messaging

✔ NEESgr id overview

✔ NEESgr id overview  ctd.

✔ NEESgr id usage of  Data Turbine 

✔ NEESgr id secur i t y
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Data Turbine overview

• Created by Creare Inc.
• Cal led Ring Buf f ered Netw ork  Bus 

(RBNB) Data Turbine
• Provides f lexib le and robust  solut ion 

f or :
✔ data management
✔ data rout ing 
✔ data archival

• Descr ibed as 'messaging middleware'



GSI- enabled Data Turbine       Gr idw ise Technologies w w w .gr idw isetech.com

Messaging middleware

• Var ious data 
sources

• Var ious data 
dest inat ions 
(sinks)

• Suppor ted 
asynchronous 
t ransf ers (data 
stored f or  later  
ret r ieval)
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NEESgrid overview

• NEES – Netw ork  f or  Ear thquake 
Engineer ing Simulat ion

Prov id ed  b y  NEES
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NEESgrid overview

• Links 15 laborator ies across the US
• Enables col laborat ive engineer ing 

research
• Deploys special ised, expensive, 

exper imental  equipment
• Faci l i t ates real - t ime data t ransfers 

and huge data archival
• More inf ormat ion at : 

ht tp :/ / i t .nees.org
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NEESgrid usage of Data Turbine

• Actuators cont rol led w i th NTCP p lugin
• Cameras cont rol led w i th AXIS/ DT Gatew ay or  

RBNB Java Frame Capture
• Data received by DAQ w ith NSDS dr iver
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NEESgrid security

• End- user  access to NEESgr id 
provided by CHEF w eb por tal

• CHEF per f orms user  authent icat ion 
and author izat ion

• Need f or  augment ing other  NEESgr id  
tools w i th secur i t y

• Gr idw ise Technologies improved 
Data Turbine in terms of  secur i t y



Part 3

Data Turbine and 
GSI
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Plan of Part 2: 
Data Turbine and GSI

✔ Data encrypt ion

✔ Data integr i t y

✔ GSI authent icat ion

✔ GSI author izat ion (gr id  map)

✔ GSI author izat ion (CAS)
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Data encryption

• Encrypt ion – scrambl ing data using 
encrypt ion key

• Data cannot  be descrambled w i thout  
matching decrypt ion key

• Encrypt ion provides conf ident ial i t y 
of  data
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Data integrity

• Message d igest  – one- w ay checksum 
funct ion

• Digi tal  signature – encrypted 
message d igest  at tached to the 
message

• Encrypt ion w i th d ig i tal  signatures 
provides data integr i t y
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GSI authentication

• Al l  par t ies have X.509 cer t i f icates
• Al l  X.509 cer t i f icates issued by com m on CA
• Al l  par t ies have gr id proxies
• GSI establ ishes encrypted com m unicat ion 

channels
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GSI authentication detailed

• Authent icat ion d isabled by defaul t  – 

legacy appl icat ions

• Our  w ork  del ivered as secur i t y 

p lugin

• Possib i l i t y to deploy non- GSI 

authent icat ion schemes
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GSI authentication detailed contd.

• Our  w ork  rel ies on Globus Toolk i t  3.2 

GSI:

✔ SUN's Java Cryptography Extension (JCE) 

f ramew ork

✔ Crypt ix implementat ion of  JCE

✔ PureTLS implementat ion of  SSL
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GSI authorization (grid map)

• Proof - of - concept  f eature

• Fol low ing GSI authent icat ion

• Grid map

simplest  author izat ion

l ist  of  al lowed cer t i f icate subject s



GSI- enabled Data Turbine       Gr idw ise Technologies w w w .gr idw isetech.com

GSI authorization (CAS)

• Potent ial  f uture extension
• CAS – Communit y Author izat ion 

Service



Part 4

Conclusions
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Our work in wider context

• We have implemented a secure, 
robust  t ranspor t  on the Gr id – an 
al ternat ive to Gr idFTP for  those w ho 
do not  t ransfer  terabytes but  st i l l  
need secur i t y

• Secur i t y enhancements to a non- Gr id 
product  – a w ay to gain w idespread 
acceptance through “Gr id  
compl iance”
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Non- intrusive grid- enabling

• Conform ing to open standards pays 
back :

Reusal  of  exist ing sof tware components
Common inter faces help to achieve 
interoperabi l i t y w i th other  sof tware 
solut ions

• Plugin approach – non- GSI schemes 
possib le
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Thank you

• Reference mater ials to th is project :
w w w .gr idw isetech.com/ resources

• Quest ions, f eedback  are w elcome: 
paw el@gr idw isetech.com


